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ABSTRACT

than studying the security threats and corresponding countermeasures in 3D ICs.
One of the significant challenges is ensuring inter-die security
within a heterogeneous 3D stack. For example, a 3D IC consisting of multiple dies from different vendors (as in the plug-and-play
based 3D integration) suffers from trustworthiness since different
intellectual property (IP) providers may not follow the same regulations and conduct the same degree of die authentication. Integrating
dies from third-party vendors by utilizing an interposer based 2.5D
technology is already a common practice. This trend is expected to
grow, particularly for 3D SoCs where multiple functionalities coexist. Thus, inter-die security is expected to be a serious concern
for emerging 3D ICs. These challenges are identified in this paper
and potential solutions are proposed to enhance hardware security
within 3D ICs.
The rest of the paper is organized as follows. Existing hardware security threats and typical countermeasures are summarized
in Section 2. Three important security threats are introduced for 3D
ICs in Section 3. A potential countermeasure is proposed in Section
4 to address reverse engineering attacks on vertical communication
channels. Simulation results are provided in Section 5. The paper
is concluded in Section 6.

New hardware security threats are identified in emerging threedimensional (3D) integrated circuits (ICs) and potential countermeasures are introduced. Trigger and payload mechanisms for
future 3D hardware Trojans are predicted. Furthermore, a novel,
network-on-chip based 3D obfuscation method is proposed to block
the direct communication between two commercial dies in a 3D
structure, thus thwarting reverse engineering attacks on the vertical dimension. Simulation results demonstrate that the proposed
method effectively obfuscates the cross-plane communication by
increasing the reverse engineering time by approximately 5× as
compared to using direct through silicon via (TSV) connections.
The proposed method consumes approximately one fifth the area
and power of a typical network-on-chip designed in a 65 nm technology, exhibiting limited overhead.

Categories and Subject Descriptors
B.7 [Integrated Circuits]: VLSI (very large scale integration)
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2.
1.

INTRODUCTION

2.1

Three-dimensional (3D) integration has attracted significant attention during the past two decades to develop diverse computing
platforms such as high performance processors, low power systemson-chip (SoCs), and reconfigurable platforms such as FPGAs. Despite the well-understood advantages over 2D integrated circuits
(ICs), 3D ICs introduce unique and unexplored challenges on managing hardware security. Unfortunately, existing work on hardware
security of 3D ICs primarily focuses on methods to leverage 3D
characteristics to resolve the security challenges of 2D ICs, rather

BACKGROUND
Security Threats and Countermeasures in
2D ICs

Hardware security threats on traditional 2D ICs are primarily
from hardware Trojan horse [1], side-channel analysis attacks [2],
fault attacks [3], counterfeit chips [4], and reverse engineering induced loss of IP piracy [5]. Hardware Trojan models and general detection methods have been well studied in existing literature [1, 6, 7].
Side-channel analysis (SCA) attacks [2] aim to retrieve the secret key in cryptosystems by analyzing the power and delay characteristics of the IC. The most common countermeasures for SCA
attacks are random masking techniques [8], insertion of dummy
code, power consumption randomization, and balancing the data.
Fault attacks can compromise the cipher implementation and
produce faulty ciphertexts for cryptanalysts to retrieve the secret
key [3, 9]. White light, laser beams, voltage glitches, and temperature control are possible manipulation means to perform fault attacks [10]. Existing countermeasures for fault attacks are primarily
based on error detection or/and correction codes [11, 12].

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than
ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from Permissions@acm.org.
GLSVLSI ’16, May 18-20, 2016, Boston, MA, USA
c 2016 ACM. ISBN 978-1-4503-4274-2/16/05. . . $15.00
DOI: http://dx.doi.org/10.1145/2902961.2903014

69

Methods to identify counterfeit chips and IP piracy have also
been well studied [4, 5]. Vertical integration brings a new dimension to the counterfeit design. In addition to the protection of each
die, the trustworthiness of the vertical connections/communication
should also be ensured.

2.2

Existing Work on Hardware Security for
3D ICs

Majority of the existing work leverages the unique 3D characteristics to enhance security of 2D ICs rather than investigating hardware security within stand-alone 3D ICs. As indicated by leading
3D manufacturing foundries [13], the stacking process of 3D ICs
conceals the details of the circuit design and therefore thwarts reverse engineering. Secondly, 3D ICs facilitate split manufacturing
where the entire IC is distributed throughout multiple dies/planes.
Thus, due to the incompleteness of each plane, design details of a
functional block are not revealed.
Existing 3D split manufacturing approaches fall into two primary
categories. In the first category, as investigated by Valamehr et
al. [14], the entire design is separated into two tiers: one plane
is dedicated as the primary computation plane whereas the second plane is an optional control plane that should be provided by a
trusted foundry. This control plane is used to monitor possible malicious behavior within the computation plane and overwrites the
malicious signals, if necessary.
The second category, as studied by Imeson et al. [15], relies on
interconnects of a trusted die to obfuscate the entire 3D circuit.
Thus, the circuit within the untrusted tier cannot be reverse engineered since interconnectivity is unknown. Similar studies have
been performed to further enhance the obfuscation level achieved
by split manufacturing [16–18].
As exemplified by these studies, existing approaches rely primarily on the presence of a trusted plane. While effective to enhance
security, these existing techniques do not investigate the potential
security weaknesses inherent to 3D ICs.

3.

Figure 1: Secure crypto plane in 3D ICs [21].
communication is inherently secure. Unfortunately, this assumption is not always accurate. For example, the foundry that manufactures vertical interconnects may leak this connectivity information,
resulting in weaker design obfuscation than what is assumed with
split manufacturing. Existing work has indicated that the straightforward split manufacturing suffers from proximity attack [17].

3.2

Due to limited and immature design-for-test techniques for 3D
integration, it is more challenging to detect hardware Trojans in
3D ICs. Furthermore, attackers have new design space to hide
hardware Trojans. For example, in 2.5D integration, an interposer
plane can be exploited to generate a Trojan that is harder to detect.
Assume a malicious interconnect within the interposer plane that
connects two TSVs together through a switch transistor, fabricated
within a die above the interposer. The switch transistor can be activated through a thermal sensor, short circuiting the two distinct
TSVs. Thus, a payload mechanism can be as simple as a short wire
and a switch transistor.
Another characteristic of 3D ICs that can be exploited by attackers is the poor thermal conductivity. Hardware aging induced metal
disconnect and transistor threshold voltage shifting are well-known
reliability concerns that accelerate at higher temperatures. Thus, an
attacker can insert resistive based heat generation units that accelerate certain reliability mechanisms. This kind of Trojan triggering
mechanism is highly challenging to be recognized at the die-level
(pre-bond) test or at the final system test stage. Furthermore, due
to the immaturity of 3D test mechanisms, hardware Trojan payloads such as voids and partially filled TSVs can generate denialof-service.

NEW SECURITY THREATS IN 3D ICS

One of the primary limitations of existing work is that the trustworthiness of the vertical communication process is taken for granted.
This assumption leaves a critical component of 3D integration insecure. In this section, new security threats induced by 3D integration
are introduced.

3.1

Potential Trigger and Payload Mechanisms
for Hardware Trojans

3.3

Trustworthiness of Vertical Communication

Side-Channel Analysis Attacks

To retrieve the secret crypto key, side-channel attacks exploit the
correlation between the measured side-channel signals (such as delay and power) and the suspected secret key to reduce the number
of brute-force attempts. Studies in [19, 20] prove that key retrieval
is possible through the analysis of crypto execution times. Sidechannel attack can even be done remotely by merely invoking a
crypto operation on another machine and measuring the varying
execution time [20].
The variation characteristics of 3D ICs add noise to the sidechannel signals, thereby blurring the relationship between sidechannel signals and the real key. Split manufacturing technique
suggests separating the system functions to multiple planes. For instance, as shown in Fig. 1, a separate layer is used for cryptographic
operation. These mechanisms, however, cannot completely thwart
side-channel attacks. If an attacker can perceive the power measurement of crypto engine by muting other system operations, the
well-known power-based SCA methods [22] can be applied to 3D
ICs. In another example [23], authors can retrieve the high nibble
of key byte in both 2D and 3D cache configurations through delay
measurement.

A nontrivial security weakness within 3D ICs is the trustworthiness of vertical communication. In a heterogeneous 3D stack with
dies from different vendors, one of the dies can attempt to extract
secret information such as an encryption key, authentication code,
or certain IP characteristics. Thus, a die within a 3D stack should
not only be protected from external attacks (as is the case in traditional 2D ICs), but also from attacks originating from a nearby die
within the same 3D stack. Furthermore, since the authentication
level of each die is different, the security of the overall 3D IC is
dependent upon the weakest die. The overall 3D IC (including the
die with a strong authentication level) can be compromised once
an attacker succeeds in accessing the weak die. Note that due to
high bandwidth inter-die vertical communication, an attacker has
more access points to compromise security, producing additional
security threats that do not exist in 2D ICs.
Another potential weakness is the leak of connectivity information from an untrusted 3D integration foundry. Existing approaches
that rely on split manufacturing typically assume that the vertical
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4.

PTEAST

PROPOSED COUNTERMEASURE TO
THWART REVERSE ENGINEERING IN
3D ICS: NOC-SIP

PTDOWN

PTEAST

PTWEST

PTSOUTH

TSV to
lower plane

The proposed countermeasure is fundamentally different from
the split manufacturing approach, where one of the dies and vertical
connections must be manufactured by a trusted foundry. Without
this assumption, split manufacturing cannot ensure the trustworthiness of a 3D SoC with dies from different vendors. It is predicted
that commercial dies, rather than customized dies, will be vertically integrated to develop 3D ICs in the near future. Since the I/O
definition and certain specifications of commercial dies are public,
an attacker can reverse engineer the 3D SoC design, particularly
if each die of the 3D IC can be separated from the stack using a
debonding technique. To eliminate the need for at least one trusted
foundry for 3D ICs, a secure cross-plane communication network
is proposed.

4.1

PTWEST

PTUP

Figure 4: Proposed 3D router architecture.
The essence of the proposed NOC-SIP is to provide an obfuscated communication channel between two planes that host commercial dies. Our method makes it significantly more challenging
to reverse engineer the 3D system. If the proposed shielding layer
is sufficiently strong, the 3D system has more flexibility to use lowend dies without sacrificing the overall system’s security assurance.
We assume each commercial die has a regular I/O pad map. Those
I/O pads are connected to the proposed NOC-SIP with a regular
node array, as shown in Fig. 2. Therefore, the specific I/O connectivity information of the dies is hidden to the 3D foundry. As a
result, the proximity attack [17] is less likely to help to reveal the
design details from split dies.
An example of the proposed method is depicted in Fig. 3. Without the proposed NOC-SIP die, the node A in plane 2 would be
connected to the node B in plane 1 directly through a TSV. If an
attacker has the ability to reverse engineer debonded planes 1 and
2, the 3D IC would be compromised. Alternatively, the NOC-SIP
plane redirects the signal from a TSV-A on A to several routing
hops before the signal truly reaches TSV-B on B. Thus, the direct connection from A to B is removed. The proposed NOC-SIP
enhances security for the following three reasons: (1) even if the
adversary successfully separates planes 1 and 2, a scanning electron microscope (SEM) picture of the vertical connection does not
reveal useful information for reverse engineers to retrieve the complete system design, (2) the inserted NOC-SIP facilitates the use of
2D security countermeasures to address 3D security threats, and (3)
the inherent scalability of the NOC-SIP overcomes the limited flexibility and scalability concerns in the existing split manufacturing
algorithms.

Overview of the Proposed Method

The proposed method is based on the insertion of a Network-onChip (NoC) based shielding plane between two commercial dies to
thwart reverse engineering attacks on the vertical dimension. As
shown in Fig. 2, the proposed NoC shielding plane (NOC-SIP) obfuscates the communication among the adjacent dies.
As compared to the split manufacturing, this method provides
higher flexibility and scalability when developing secure 3D ICs.
This characteristic is due to the enhanced modularity and scalability
of NoCs as compared to a bus centric communication network. Adhoc algorithms that split IC functionalities are not suitable for a
large-scale system. Furthermore, additional wire lifting through
split manufacturing leads to a larger number of TSVs, resulting in
more area overhead and TSV capacitance (and therefore power).
The proposed countermeasure aims to address the reverse engineering attack in 3D ICs. We assume that the design in one of
the dies could have utilized some obfuscation methods. However,
as two dies are integrated in the same package through TSVs, we
argue that it is easier to perform sniffing attacks through internal
connection in 3D ICs than through external I/O pads. In practice,
a 3D chip designer may combine both high-end and low-end dies
to reduce the overall cost of a 3D stack. In 2D ICs, the security
vulnerability is determined by a single die. Whereas in 3D ICs, the
security of the entire system is determined by the weakest die. If
the security of the cross-plane communication cannot be assured,
the trustworthiness of the heterogeneous 3D stack cannot be guaranteed.

4.2
4.2.1

Proposed 3D Router Design
Difference between Typical 2D Router and Proposed 3D Router

The proposed 3D router is shown in Fig. 4. The single-plane
ports (SPP) PTNorth , PTEast , PTSouth , and PTWest fulfill the communication function within the NOC-SIP. Alternatively, the two cross-
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Figure 5: Schematics of (a) one pair of input and output ports
in a 2D router, (b) single-plane port in the proposed 3D router,
and (c) cross-plane port in the proposed 3D router.
plane ports (CPP) PTUP and PTDOW N are responsible for crossplane communication. In contrast, a typical 2D router has five pairs
of input and output ports. Fig. 5(a) shows the diagram of one input
and one output port for a 2D router. The proposed 3D router in the
NOC-SIP is different than the router in the traditional 2D NoC. As
shown in Fig. 5(b), the logic of the input and output ports in our 3D
router is much simpler than that of 2D router. Only single-depth
input and output FIFO are required; FIFO controllers are removed;
route computing unit is replaced with a simple routing path request
unit (no computation inside); a simpler arbiter can fulfill the routing arbitration. Among the five ports in a 2D router, one port is
connected with a network interface (NI) to reach a processing element (e.g. microprocessor or a memory core). However, in the
NOC-SIP, no processing element is connected to any port of the
3D router. The packetization function executed in the NI of a 2D
NoC is part of our vertical router’s function.

4.2.2

SIMULATION RESULTS

We implemented the proposed NOC-SIP in Verilog HDL and
synthesized the HDL code in Synopsys Design Compiler with a 65
nm TSMC technology. The width of the raw data from a plane
(other than NOC-SIP) is set to 5 bits, and the packet width for the
NOC-SIP is 32 bits. The input and output FIFOs are 32-bit singledepth buffer. XY routing algorithm is applied to the 2D NoC design. Round-robin arbitration is used in both 2D NoC and NOCSIP. The NI for the 2D mesh NoC is OCP-IP compatible [24]. The
hardware cost of our NOC-SIP is compared with two typical 4×4
mesh NoCs.
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Dynamic Source Routing for Obfuscation

Source routing introduces unpredictability for the adversary who
intends to insert hardware Trojans in the NOC-SIP. As there is no
computation unit for route path preparation, the attacker cannot
successfully execute a meaningful attack without the knowledge
of router identifier assignment. Another advantage of source routing is to manually balance the latency for the transmission between
different pairs of I/O pads on planes 1 and 2, shown in Fig. 2. To
thwart the delay-based side-channel attacks, the source routing design in the 3D router further facilitates a dynamic routing, which
varies the latency of the communication between source and destination ports within the NOC-SIP.

5.1

Router Activity

The router switching activity of the NOC-SIP is used as a metric
to evaluate the difficulty of identifying vertical connectivity through
reverse engineering. Three cross-plane communication methods
are compared: direct TSV, NOC-SIP with XY routing, and NOCSIP with source routing. Direct TSV refers to the case where the
I/O pads from different dies are statically connected during the 3D
IC integration process. NOC-SIP with XY and source routing stand
for the proposed shielding layer using XY packet routing and dynamic source routing, respectively.
First, we randomly select a single pair of I/O pads from two
planes for vertical communication. The number of switching transitions of each 3D router is recorded in 5000 clock cycles. As
shown in Fig. 6(a), the activity of the TSVs directly connected to
two I/O pads indicates that the TSV nodes 4 and 9 are used in the
cross-plane communication. Note that the color bar represents the
number of node transitions in 5000 cycles. Alternatively, the router
activity map [Fig. 6(b)] of the NOC-SIP with XY routing shows
that the routers 4, 8, 9, 10, 11, and 12 are used in the cross-plane
communication. A reverse engineer, however, cannot know which
two TSVs in the routers are actually used for cross-plane communication. The use of source routing further increases the number
of involved routers to 10, thereby increasing the degree of obfuscation, as shown in Fig. 6(c).
If two pairs of vertical communication are applied, the NOC-SIP
achieves enhanced obfuscation performance. As shown in Fig. 7,
the number of active routers in the NOC-SIP is always greater
than the direct TSV method. The source routing for NOC-SIP has

Router Ports for Vertical Connection

In our 3D router, the cross-plane ports, PTUP and PTDOW N , are
designed for vertical connection from/to other planes. The primary
functions of these two ports include: (1) packetize/de-packetize the
bit stream from/to the other plane, (2) assign a source-routing path
for each data packet, and (3) buffer the bit stream if the previous
packets do not have available bandwidth.
As shown in Fig. 5(c), k-bit data from plane 1 is stored in the
buffer before packetization. The packet leaving the cross-plane port
is formatted in a way that starts with header information, follows
with the detailed routing hops, and ends with the real data. The
uniqueness of this cross-plane port is the existence of a router identifier (that is programmable after fabrication) and source routing ta-
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(a)
(b)
(c)
Figure 6: Single pad-to-pad vertical communication. (a) Direct TSV, (b) NOC-SIP with XY routing, and (c) NOC-SIP with source
routing.
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(a)
(b)
(c)
Figure 7: Double pad-to-pad vertical communication. (a) Direct TSV, (b) NOC-SIP with XY routing, and (c) NOC-SIP with source
routing.
Table 1: Area and the Worst-case Delay Comparison, *: Source
routing, #: XY routing.
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routers having incoming data.
the ability to distribute the data transmission throughout the entire
NOC-SIP. Thus, the proposed approach makes reverse engineering
significantly more difficult.
The experiments shown by Figs. 6 and 7 are extended by increasing the number of communication pad pairs to 10. As shown
in Fig. 8, the NOC-SIP with source routing engages 12 routers with
two pairs of pads. In contrast, the direct TSV method involves 12
routers with 10 pairs of pads. This behavior demonstrates that the
proposed NOC-SIP method effectively obfuscates the cross-plane
communication by increasing the reverse engineering time by approximately 5× as compared to using direct TSV connections. The
direct TSV is the most vulnerable method against reverse engineering on vertical connections.

5.2

Total

Single node
at 2D NoC
Area
Critical
(µm2 )
Delay (ns)
4122
0.09
3323
0.33

Single node
at 3D NoC-SIP
Area
Critical
(µm2 )
Delay (ns)
288
0.07
262
0.07

81

0.26

50

0.08

4257
19133 [24]

0.69
–

5298
–

0.12
–

–

–

2962*

0.12*

60517 [24]
66508 [25]

0.69
0.69

719#
10916*
8673#

0.12#
0.12*
0.12#

Table 2: Power Consumption Comparison.
On-chip
communication
network
Single
Router
node at
NI [24]
2D NoC
Single node at 3D
NOC-SIP with
source routing
Single node at 3D
NOC-SIP with
XY routing

Area, Delay and Power Comparison

Since the same topology (mesh) is used in the 2D NoC and NOCSIP, the area and worst-case delay within a router (i.e. a single
node) are compared. The conclusion obtained from this analysis
is valid for the entire network. As listed in Table 1, the proposed
NOC-SIP with source routing (XY routing) consumes 82% (86%)
less area than the 2D NoC in [24]. We added the typical 2D router
design and the NI presented in [25] as another reference point. Proposed NOC-SIP with source routing reduces the area overhead by
86% as compared to [25] . The source routing results in more area
overhead because of the large source routing table in the crossplane routers.

Power Consumption
Dynamic Leakage
(mW)
(µW)
30.6
187.9
6.491
7.8

46.5

7.5

35.3

Since the worst-case delay for the 2D NoC is 0.69 ns, we set the
clock frequency to 1.25 GHz for all designs under comparison. The
comparison listed in Table 2 indicates that the power consumption
of the proposed NOC-SIP with source routing (XY routing) is only
21% (20%) of the 2D NoC.
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6.

CONCLUSIONS
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Existing works have demonstrated that 3D integration provides
additional security defense to thwart hardware attacks in 2D ICs.
The security threats that are inherent to true 3D ICs, however, have
not received much attention. We identify three potential security
threats in 3D ICs: (1) the trustworthiness of vertical communication channel, (2) new hardware Trojan mechanisms, and (3) new
side-channel attacks. To thwart reverse engineering attacks on the
cross-plane communication (i.e. vertical communication channel),
a NOC-SIP layer is proposed. The proposed NOC-SIP obfuscates
the vertical communication within a 3D stack. Simulation results
demonstrate that the proposed approach engages all of the routers
as long as more than two pairs of I/O pads from different planes
are in use. Alternatively, direct TSV connection method requires
ten pairs of I/O pads from two planes to reach the same level of
obfuscation as the proposed method. Thus, the proposed NOC-SIP
makes it significantly more challenging for a reverse engineer to
retrieve the vertical connectivity information. The proposed NOCSIP was implemented with Verilog HDL and synthesized with a 65
nm technology. Synthesis results demonstrate that the proposed 3D
router consumes approximately 1/5 of the area and power of a typical 2D router. This reduced overhead is achieved by the simplified
single-plane and cross-plane ports in the 3D router.
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